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Le projet MDL est une simulati%r@@‘%as d’entreprise, il permet d’apprendre la mise en place
d’'une infrastructure d’entﬁgp@&. W
i \)ﬁﬁ\
Ce proje{h%st @&Hgtitué de différentes missions qui permettent d’a%p{‘ér%re la gestion d’'un
par& {r}b atique, d'un Active directory et la mise en redond e matériels.
N
WO f
i p\\‘“@‘Mission 1 : Installation du routeur-pare-feu Pfs%x@p\ %
O e Mission 2 : Installation du serveur de domaine’
Mission 3 : Inventaire du matérie! Eg\gs{d@ I/Fusioninventory Q
Mission 4 : Installation d'un V 2 o \)‘ﬁ\
Mission 5 : [nstallatiog erveur hote de session Bureau a distance \)dg
Mission 6 : 0?:;1 i on d’'un cluster de deux Pfsense redondants (en,elilglﬁ*t@ isponibilité)
Y
‘“,{Na o oo
?‘Q@;SE‘:Fema reseau du Iaboratog@)ﬁ% test
N
O
“"\ XXX g ?‘;{ %&
D Salle 211 hw A RESEAU 6\){‘
192.168.211.0/24 e it PCI MDL ﬁ\}‘é
{i\\\\ 10.10.1.253 Midobelis o A
A C’)\) ) — C lien'; dl; ciomaine (\é
(\?)\'\ 192,168.211.?&!(3--’" 172.16.2.254 MDI local ?g{)‘)
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& wAN _Emrg
?({)Q ' [
\)'ﬁ\‘ 3"
O G
N(\a\« LABxxx-2 “\‘?}\5(}
A(IF virtuelle WAN) Lk i 172.16.2.0/24 PR P\
IQ:.IBB.I]I#XI 172.16.2.252 ?‘\
; REL VSWITC ?‘0
Nl
11682112, P ='ﬂprmsm (primaire) \;
ouU m’@“ ROUTEUR-PAREFEU 66
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dguﬁ‘ﬁllss;on 1 : Installation du rg@ﬂéur-pare -feu
o> A
pet PfSense Sl
a\p@
Interfaces reg@mf” e Pfsense \ggﬁ\“!‘
(3(0 A O
Interfac®™ | Interface MAC@ N°%c}§&ateur Etiquette
| ique Logique . Qg(@eau réseau
6 PO 50: 7
“QQ{\Q@ vmx0 WAN 00.5%??\90%:.?d 4 Salle 211
vmx1 LAN Fz\\4105.%0:56:90:4(::95 1 LAB-SISR-5-2 A
nﬁ‘(\e“@ \Si"
vmx2 3 1_R@}?T‘f (DMZ) 00:50:56:90:20:98 | 2 ” F@RB-SlSR-s-AL
vmx3 ”\,auﬁ O OPT2 (pfsync) |[00:50:56:90:66:31 |3 ?(OQ\\ LAB-SISR-5-3
Tl A
5 B & f}fp\ﬁ
?(O'Q \36{3
Mission 2 - Qg@éhon du domaine et d’ utlllsaygui‘g‘
D
Pour créer u%qm"ﬁg“ne il faudra ajouter le réle Active Directory ADQ@. o
On cregﬁﬁ@'sl‘smte le domaine, ici MDL.local. d@\)
O
\}{Rbn ajoutera la liste des utilisateurs suivant: ‘\gda o \5{
0@ \}d (OQ‘( . (BG
A ‘ :
2 Nom et prénom Nom ctjsnly“r’émre Nom du dossier | Mot de passe . éJ_éa P‘\(\
de sgg personnel w@@‘\
Clément Ogier_n (\é‘ c:?ggler cogier Wug{g’&@mg
LaU(%@uﬁeuil‘ Idubreuil idubreuil 5599 Windows2019
P\‘\«@@iﬁi}; Pommier spommier SpOl‘{]l’lﬁélDQ\W Windows2019 @
ik a S
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P&lr?é creation d’'un utilisateur on ouvre Utilisateurs et O[)cb urs Active Directory. On
G\ﬁ‘glque sur ajouter un utilisateur puis on rentre ses inforg;g’tﬁs.
a\)n {\é\
(0 Y
P 2 i of
Créer dans %']i sers
0o S
: A :
) é{@n%(\ |5)'|\rle | Intiles : I:I \\\
; Q\\ Nam : |Pomn'|ier | —(‘\
1O oV
\\\\ Mom complet - |S)-’hrie Pommier | \‘\d
\d G) Nom d'ouverture de session de I'Lnilisatjeur ; . é’s‘:e
5 Pﬁ“’a\" [spommie | |empLioca ?(cﬂ?i <]
\\é“ MNom d'ouverture de session de | 'utilisateur {awmindows 20000 -
QP oL o |
g
WS R
oot <kt | S
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@\S‘ 5 M{\a
Ajout q;\bmf‘repertoire personnels pour les utilisat‘g\{g{lt%L
Se P o ¢
e A\ «{ﬂ\
Pour attribuer un répertoire personnel a un utilisateur, i @a\}dra se rendre dans I'onglet profil,
“
6\5‘ puis mettre le chemin de partage au dossier c‘I&% Qa!i@ (exemple ci-dessous).
3 \E Y‘\
o . ?(0“9\"\ \){‘\
Propriétés de: Clemenwler ? x d (3
: ‘Q\ — : — ,\—\’c}“
Enwbnne?) asions  Cortréle & distance  Profil des services Bureau & distance  COM+ ¥ E}:&
G%@ resse  Compte Profil Téléphones  Organisation Membre de  Appel entrant (\‘9‘_&
. ?‘(G‘Q
B8 B
‘OQ'{\E' Chemin du prafil : | — 1\5‘“\
Seript d ouverture de
\)'i“\‘k session | ' P&{\, é“}“d k‘T
\}(3 6 Dossier de base A‘.'\’e_\.e’
, P\((\a (®) Chemin d'accés local - |\\Seweur1ﬂdl\re@ﬁ)¥‘3r:emame%| | !
3‘6 OConnec:ter: - B 'R\Y'\ < ra\}d
d@\ﬁ i
_ pee?® "
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?(‘3@ 4 G,\S‘
Ajout (g}km\‘ﬁtl isateur a un groupe " P\““m
(Y\'a\}é (O‘Q\.\é
-1 'On ajoutera les utilisateurs aux groupes suivants:
‘\éé% joutera | tilisat ivant (\Y\ ?
| Nom de groupe . {;\ﬁ\a\) Membres du groupe ?qrﬁ“\
. e , . fon
LigueFootball Q(O\—" Clément Ogier G\) \
g .iﬂg\ﬂ Laure Dubreuil M(\B\-\d
o i £
LigueBasl«_a\t\g}\ktj Sylvie Pommier ‘\‘5@
B P Kevin Dalle ?‘G?
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C? ‘f‘ﬁour ajouter un utilisateur a un groupe |l faugzﬁéc?éer un groupe ou utiliser un groupe
(\9\3‘& existant puis cliquer sur Ajouter des m &b@&a
8 <\
)
N ouvel o%e& g’l‘ape xX
\‘ N \5‘"\"\
e , G
QQ Créer dans ; MOL. localfUsers (}
% et a “\3\}
< ot
(:3\.) Nom du groupe : i u(‘)(\e
’ < {\a | LigueFootball -\\‘;“ V X |
ﬂ\é‘\e Narn de groupe (smtérieur & Win o)
(OQ | LigueFoathal a\)@ e | @
5
EtendL‘s\@’@bupe Type de groupe 6\‘}""
aine local Securite C’}
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Mission 3 ~GLPI o
’c& ©
W2
o P g 6\5“‘\&
\\\{n'st%?iation PHP s -
66\5“‘ (09‘.\@‘3 che’\ﬁ
m’a\) Pour mettre en place un serveur we{a\@ve PHP, il faudra installer le réle IIS. Il faudra au s;as(‘a
installer PHP Manager de %I'E?‘) icrosoft. On mettra le répertoire PHP a la rs@h@ du
disque. e\
1\ \V\
0] \{a’ﬁé ‘ G \){‘
n apz{era@@xtensmns nécessaires a GLPI, (voir exemp: miggs@ous)
< 8¢
n d@\} gm\’é‘\ @V
. bt @) PHPE s
RE P ;’ '\9“
:}Q‘\% PHP HGSpl'D\"IdE additional functionality to PI ROQ‘
?
. W ure PHP extensions settings. "\Y\\
Q{\é\e P\Flﬂlﬂ' - W Atteindre ~ G5 660"
- Mame State
v Enabled : P’S(\a
\)““‘\ php_curl.dll Enabled . é"‘e
e php_fileinfo.dil Enabled {)Q(\
,a d php_gd.dil Enabled <
g;;('(\ php_gd2.dll Enabled —i\\‘\
X8 \\ X
Q‘\é\ php_gettext.dil d OQ‘(\
z hp_imap.dil led ‘
?\0 :hp intl.dil (\'3&\) Enabled
A P - W
\1 ’ o= Id% di Ena:::: 3 Q\‘S‘
sqli.dil Enabled
".‘\YA 9 PhP_o:e:ssi.d!I Enabled B pﬂ“a
\) php_soap.dil Enabled (\b
d 6 php_xmlirpc.dil Enabled ';QQ
g
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O
“\9\\6 On placera le dossier GLPI dans le {%R@To?re C:\inetpub\wwwroot\glpi.
)
oV
L'application GLPI éwg’autorisations pour fonctionner correctemen{;\\ik faudra donc
mettre les droits<\g1 riture sur le dossier dans C:\inetpub\wwg'@r)‘élpi a [l'utilisateur
IS_USE gs.gm@ R
ke
Ol oo
d Autorisations pour glpi ?‘ X
> — Sl
_ Q‘\’QX Mom de I'objet : \){hir%ub\wwwmot\glpi
O Ngr?idpgn\zl\nes ou d'utiisateurs : \5{‘\?\
Og(\ﬁ’sERWCE RESEAU % 3 g
1 SR Administrateurs ministratevrs
i\ ' ﬂ&dilisateur: {MD:_TL[JJt:i\sJ:tdeurs) ) " ;2’ P“S’(\B
\}"(‘ I1S_IUSRS (MDL\IS_IUSRS) ){\B‘
6 S8 Trustedinstaller ?(Q‘Q
N“’a\’\ : Y ‘{\\x'k ’
. D.Q(\'e\.é . l @ i Supprimer J
: Autorisations pour 115+ U%{\‘a Autoriser Refuser ""\‘%
,‘@ 4 L \'éf \.)
\ Contrélgﬁvi\e“- O . ¢d6
| Mgﬁt jon O {'{\‘a
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\5‘ [ Affichags du contenu du dessier | ‘\é
2 6‘6 e 0 v VA ?QO‘Q
o & o o)
\-'\é“e' pe 60\){‘
W - N s
. . Mok
ﬁ@\}ﬁ Installation de Fusion Inven@m\e 4 0@\,\6@
0 ps
i Fusion Inventory est agents Qgﬁr’hgt\tant de transmettre les informations de st%@ia'ﬁ?une
machine a un serveur (i(_:\' : 1\& W
o, P )
=)
Il faudra xgqﬁig} Fusioninventory sur chaque machine, “R&gﬁl-’ faut indiquer le lien
ci-dﬁ%ﬁgus. (\Jela va indiquer a I'agent ou il doit envoyer Ig&db nées. (
\y ot oo
66 1 W2
p-&“a\} .‘(“(\Yk -\é’@ P
‘\é\_é # Fusionlnventory Agent 2. .1@54)d}tion] Setup - x ?\OQ(
;) Choisir la inati \)
Ch:f:s%;“zg ll;z'gltm seront envoyés. ,’ 6\5‘"\‘\\
ONe a0
f‘\w‘\ oA Local ) & PJ(\
[ | | Parcourir... A\
\)(3 6\5‘ Dossier Local ou localisation UNC (0\?(
?a‘ Fi
i I p\(\'\ Mode Serveurs )"‘"\\‘x \,\e‘.é'
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@ s R e A B . S
: \
?‘0‘}‘ Installation rapide (Waffiche pas les autres options Windows) (7] %(\’2\\3@
G\)ﬁé}ﬁnh'w'f am . Q{\%‘é
A e
N gl
aF 56
(OQ‘\E B"‘de N\
£ "
1\ e el
G,\) (OF 6
& Q e
T (¥
C\}G ?‘0‘)



d@\)ﬁ\\é
onnexi
xion a |
Ian
nuaire LD
AP
o10?

W
I]-
LD Aplnte e
. Cela web
va de
perm GLP
e ett | ||
+ gt bx@r;s%%gm{g\'ﬁ‘fz\g\
iDﬁ){\é\@ P&(\a 66\)‘“\\\\ S ecter GT_Fr,e"dre
la sur I’
notre a#zzg'et Ay
iy on vel éléme e Dire ion pui
.- nt - Ramant ctory. is Ann
Sarveur r defaut P:Im LDAPG\}‘K“\‘\\ (C}Q(\re"b P&(\a 6\5‘"\\“\ uaire
- o W\
ﬁ'\\\\\ ?(c}v@\"\é\b Mosa:@@@n\n);j:\& Q10° ¥ A,
E.-,N ::r: o mn
;l';.t“ndy;mg;m (pourIss T —
Ch‘:nvmp;ss)se du com connexions (&(phigsiClass= Actif
c i s non o “5enmmm::“(
s as EEsEn EJesicond Users,DC= ] par défaut 3 0
synchroni exions no CN=Admini -MDL,DC=lo s il — \5‘1\
e n C é\@ﬁf\auc&(b
B¢ el o10® -@@_w (€ <A .
X pee@ a0 3 4
vaud(i»\}’ﬁ\\r& ?togﬁ@e = -
ame ! T
Commentaires
Ajoute
: ﬁ'\éﬁa P&(\w{} G\)‘\"’\\\\\
: @ d(‘a\)‘“\ (op(\ta’xe Pﬁ{\’aod G\)’ﬁ\&k (P
| (\ia‘&é pet@ d(b\)’i’i\ﬁ ({:-Q(\ia'&é pet
(é‘&é Py 66\)‘(‘&@
' G\)’Vﬂ\\\\ (0@(\@*@ PS(\a\)é- O\)"C‘i\ poP \
\)ﬁ (o@txfaxé pg0@ o
o ?ﬂo()i\éa’da M{\fa\x‘,\(} \
A S
(B Cp\}'ﬁ\ :oq:(\e & Moa\)
o d(}\)‘i‘i\w& mq\% py® dC‘p\)ﬁ\ (c}gi\fa\e S\ S
e O\)‘Vﬂ\ (c@(\é\e (O
: (3\}‘&“.\?\ (0@(\%\5
A& AW ia@ﬂxfa&fa X\ S
A @\)ﬁ\\A <co<\e&e ma\:»c‘) oV
7
meg(\fa‘te e d(b\)’“\\l



‘\—\’a‘)\& <R
Lycée Gabriel Fauré 6(3\\} 2024

13\.
p\\'{\
s \‘Ea

) MlSSlon 4 - Installatlog OpenVPN

Cb

Création d’ une. mﬁe de certificats O
(\E‘t G\)
?g{}v
Sur 'ﬁse il faudra créer une autorité de certlﬁcatlon\és.%l?‘ e-ci va permettre de creer les
gé& cats pour la connexion VPN. 10
qu\?-f‘e' Pour ce faire, il faudra aller dans Sys@@ei:ouis Certificats et Autorité.

On remplira les informations cné@%%us
&\9

,30?3*

@

Q¥ SLelnn el IIILdlEJ’ AULnoniues / cuit i P‘\S

o) o1o®
\,)dAuthormes Certificates Revocation \\\\
O

o
xE p®
Create / Edit CA
W
i“‘(\x‘\ Descriptive name CA_Acces_ Vpﬁ‘\é&é d 0\)"

The n 98 entry as displayed in the GUI for reference.

NG
'_‘\t&s naime can contain spaces but it cannot contain any of the following characters: 7 KQ&T‘\
@ o
\d Create an internal Certificate Authority ?(Q
A

w
" é{el PS Trust Store [0 Add this Certificate Authority to the Operating Sysiq?@‘i Store

When enabled, the contents of the CA will be a e trust store so that they will be trusted by

\5“‘\ Randomize Serial (] Use random serial numbers r\ E:g certificates 6 (:o)\)
6 When enabled, if this %

checked for ur‘{gneﬁ instead of using the sequential value from Next Certificate Serial,

Internal Certificate Authoriiy

e of signing certificates then serial numbers for certificates signe

- \)—(ﬂ\

“rl»
P

‘(\YA The length to use when generating a new RSA k @t {
\5‘ The Key Length should not be lower Ihan{&@g some platforms may consider the certificate inval éﬂ
P\ﬁ\a\) Digest Algorithm  sha256 ,‘\YX 3 {\é\_
.\é"\_e: The digest me@@d}nhen the CA is signed. ?\{)v

The best pr, s to use SHA256 or higher. Some services and platforms, such as the GUI web

E\‘% rwalld G \5‘“

Lifetims ;eggp‘\ 3650 : P&(\{a\}d
)

\)'R'Q—mm" Name | CA Acces, VPN ._n'(\{ i |

\?m‘@“é‘e
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ot o
ee© “a“d
\)ﬂ‘ﬁ?}n peut voir gue notre autorité de certifications es\%@aﬁ\(créée.
e
oo? ®

A
% \}.‘fg\\*
Authorities Certificates Revocation (:‘9
Bodiind® W&

6 Internal Certificates Distinguished Mame (

of

N\(\@\)d Ca_feces VPN v selfsigned 0 m:sn.o:mi@neg:ﬁmmam (] SRPCH
e g -
Création d’w@eﬁ?f?cat serveur oo
N e d

?\"GQ

&)
Pour I @oﬁmunication VPN, il faut créer un certificat semeu@@gur ce faire, on va cliquer

.%{e(%r\éer un certificat et entrer les informations ci-desgsaq&.\\“\
O \)66

Add/Sign a New Certificate

Sﬁ\ =il
Method &?@@S}temal Certificate ot \.,\d
o
M@ﬂ Certificat-Access- VPN : ;“é M(\
6 CQ The name of this entry as displayed in the GUI for reference ?‘\%
: a\:& This name can contain spaces but it cannot contain any of the following ch@&g: ?
O‘)\_\‘e’\‘b Internal Certificate
\Q ‘ Certificate authority CA_Acces_VPN i
Ay : =
(5 C’)\)“ Key type RSA ?‘\é‘.e v C‘j\‘)“
AL © o}
;\\(\:\ 2048 i\ v P\((\a
@ |&n4th o use when generating a new RSA key, in bits, \’erxé
\)6 ey Length should not be lower than 2048 or some platforms may consider the o ‘O‘Q‘
OO
Diggs%&l hm sha256 v \\‘k
‘-"\‘Q- The digest method used when the certificate is signed. G\_S‘ﬂ
?‘QQ The best practice is to use SHA256 or higher. Some services anc’%q:{ﬁ}ms. such ast
"\Y'\ algorithms invalid p\\(\
Y o
) 6 The length of time the signed certuﬁca@&ﬂ?\fa!.d. in days. 3
J P.\'{\—\ Server certificates should n‘ a lifetime over 398 days or some platforms may cc : P,S“
ABR \)‘ﬂ e
‘OQ\ Common Name Cemﬁcat—A\c)ﬁ@ (DQ‘
Over
o L
gp\'\eﬁ' a Q\.}"
{0
n © N
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G N
2 o) (QQ
e
eeh g
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« ?\D o A 0
B Q
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P N
d 6\) Certificate Attributes
A3 . X
ﬂ(\ra Attribute Notes The foll 'ﬁawutes are added to certificates and requests when they are created or si
sele qﬁa e
\(\‘a\"\ For Internal Certificates, these attributes are added directly to the centificate as‘%h‘@
v % —_—— P
Q{g‘a icate Type | Server Certificate dmu
\-& ‘:0 Add type-specific usage attributes to the signed certiﬂcat%\ntaﬁaa\r)pl acing usage restric
\5‘"\ Alternative Names FQDN or Hostname at ‘\eié
6 G’ Type ?‘O'Q{aiue
i N\:\a Enter additional identifie Sit\ﬁpmﬂcate in this list. The Commeon Mame field is autom
- ;aﬁ‘e' signing CA may i change these values.

e
) Q(\
0o o
o P O
\B® oV
%" Création de l'utilisateur Open?\(@&? . AW
i e

\ Pour la connexion VPN, il fau%@é\é%r un utilisateur sur I'Active Directory, on appe%qé (éet

utilisateur, User VPN_LDAP. o SO
\J e
PPN -
il %P‘\\ : ) . , . .@é{ﬁ\
C n d'une autorisation d authe‘%uﬂ ion avec LDAP au s
!
1""SERVEURT O S
d@ (0f ,{\3\).0‘

;\3\3 Pour que les utilisateurs puissent{gxcc%necter avec leur identifiant de I'Active Direc
faut créer une autorisation d@(ﬁnnexion serveur avec I'annuaire LDAP. On \@@@@Pdans
Gestion des utilisaleur&\m% Authentification Serveurs, enfin on va entr%@es informations
ci-dessous. B8 2 @\)'i

. ?‘\ —— _ X
?\% tern / User Manager/ Authentication Servers/ Edit ({\’a @
'(\‘3 xe -
3!
e ‘«a\-\d
(@ £e a

_\‘e-\e- Descriplive name setmrml L} {b\,} ? ‘ GQ‘
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¥ w

,‘
Base DN \)"
6 °

,“"\ DC=MDLDC=local 2\
6\} B
é Authentication containers Chi=Lisers,0C=MOL DC=local A é &7, Select a container
(\‘a'\} Note: Semi-Colon separated. This will be prepended to the scarchﬁﬁ\
PS dn above or the full container path can be specified comai@ﬁ
:

component.
Example: CH=Users,DC=example DC =:0m,‘dq=\ "OU=Freelancers
Extended query (O Enable extended query d Cl?

Bind anonymous [ Use anar naN&%resulve distinguished names

Bind credentials CQS@FN_LDAF!CN =lzers,DC=MDL.DC=local

‘{T"B\@PM? OpenLDAP v “{5
g & @Mﬂm [ samAssountiiams
P\({\g‘ Broup naming attribute cn ?(QQ

Group member attribute member -"‘\

RFC 2307 Groups [ LDAP Server uses RFC 2307 style group membe@@

RFC 2307 style group membership has mgr 2d on the group object rather than using groups listed on user object, Leave unchecked for Active

Directory style group me mbelsh%{% F: i5). “&
Group Object Class posixGroup (OQ \ \)"‘i\
Object ciﬁsed r groups in RFC2307 mode. Typically "posixGroup” or "group”. 6 G
S o
Shell Authenticatio \} ‘(\
Grou)

Example: CN=Remoteshellusers,CN=Users DC=exampleDC=com

\} If LDAP server is used for shell authentication, user must be a member of this group and have a valid posixAccount att(ﬁ{@eb able 1o login.
5 é&é P“' UTF8 Encode [} UTF& encode LDAF parameters before sending them to the server.

(O'Q(\ Hequired to support international characters, but may not be supported by every LDAF s r"\v\

Username Alterations [} Da not strip away parts of the username after the @ symbal G

. é’&
Dans Settings, on précisera Authentic@iq@%erver comme Serveur AD MDL. G\}{‘\S
e

Q\) 5
System/ User Ma Settings ‘\@‘
: e : o

)
N a
Users (Cﬁgups Settings Authentication Servers \S‘

A
P&(\a Session timeout ‘(}Q(\

Time in minutes to expire idle mana e‘\ﬁessions. The default is 4 hours (240 minutes). Enter 0 to never expire sessior 6
rigk! G\)i PS(\’B
£
- S
Authentication Server Serveur AD MD fa\) v {\é"
s P&Q (D‘Q
i

Password Hash W‘gmowﬁshbased crypt v ﬁ“@
'“JWI orithm ?gelects which algorithm the firewall will use when creating hashes for local user passwords. G\j

,"‘\ The most secure option is currently berypt. Some users may prefer SHA-512-based crypt h ,aﬁ}%r compatibility or comg

X
’a“ﬁ%mhemicatinn [C] Use Authentication Server for Shell Authentication \é’\,é P\

If RADIUS or LDAP server is selected it is used for console and SS @ﬂgation. Otherwise, the Local Database is usec
To allow logins with RADIUS credentials, equivalent local u with%the expected privileges must be created first.
To allow logins with LDAP credentials, Shell Authen{sﬂaﬂ up DN must be specified on the LDAP server configuration

'&5‘ Auth Refresh Time aﬁde

o
o oo
Time in seconds to cache g{@t%ﬁgmn results. The default is 30 seconds, maximum 3600 (one hour). Shorter times res ?'(

to authentication serv g
s} \5\"\

G 11
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g w
‘00\\ {i
\)(\@'eatlon du service OPENVPN sur Pf%gnﬂ@
{\3\.\@‘ On va ensuite créer le service OpenVPN sur Eg‘yﬂgur Pfsense.
o Pour ce faire, on va ce rendre dans O{s@nv N — Aller dans VPN— OpenVPN— Wizards,
puis on entrera les valeurs cr-de%s@lé
2V
Al
. ﬁ 30 .(ﬁ\'tk
Wizard / Ow Remote Access Server Setup / 6\)
A
'T;‘\Y‘\ P\(‘(\a
de\) 5
\(\ OpenVPN Remote Access Server Setu
& 2e B P P
?(O?\ This wizard will provide gwda&:@q&&gh an OpenVPN Remote Access Server Setup .
The wizard rr1a§|r I@ %ﬁ;%ed at any time by clicking the logo image at the top of the screen. ﬁ
Type of 53@3«"\ [ LDAP m PS“B
\8‘?‘
AL 'C}Q'(
; \,{3 \(\ NOTE: If unsure, leave this set to "Local User Access” \ k 3
G
?‘0‘?‘\ 6\5“(
o 9
o P
C‘) X \‘e_ \\A
§\© -
?\C}Q 66\)
Wizard / OpenVPN Re@qﬁ‘ﬁccess Server Setup / LDAP Server Selection : Nq\a
oS
o N
” pee® o1a?
"\\\ OpenVPN Remote Access Server Setup Wizard “a\}‘
3 N p " P
5 P\‘(\‘a\} LDAP Authentication Server List : \)(5 G
: LDAPservers | Serveur AD MDL ) {\4; i v} & P*'\(\\a
a2
?iOQ
% Add new LDAP server | 3 Ne
\\“ <
(O‘) {5 ;:-,\)
’ﬂ\\‘\ \'\‘3
\«gé}ﬁ){ OpenVPN Remote Access Server Setup / Certlﬂcatg\@@tﬁarlty Selection
e ooP
Q\_-\é\_@ —EM
s oe®
OpenVPN Remoté\%’é !Ehf\.rer Setup Wizard "\\\\ ?‘
G
Certificate ;‘\1;5"(5\}? CA_Acces_VPN v O@\\éﬁa E}“\
P\\‘(\ 5
e, > e[ e
N\ a0
LGV e S
S
120
\)ﬁw\ & o
\}d@ “\’g\.
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5 P°

N
iy Sl
e Wizard / OpenVPN Remote Access Server @Fﬁ%/ Server Certificate Selection
pe@ ?ﬁo

Server Certificate Selection

%pen‘v’PN Remote Access Server Setup Wizard

Choose a Saerver Certificate

’ .\@\.\6 Certificate | Certificat-Access VPN o) i : w
EB\\\ ?'{w ¥
e 2
g e
o > st .
™
\"\5" P
Wizard / OpenVPN Remote@cgs(gerver Setup / Server Setup 6(:»
B\

Server Setup

\\é\.e' OpenVPMN Remote Access Server Setup Wizard
" ?‘

Description Serveur VPN LDAP MDL

) A name for this OpenVPN Instance fo administrativ 0|Q@é (%c:r' be set however desired, but |s often used to distinguish the purpose of the \\\

service {e.g. "Remote Technical Stafi”). Iis also use WPN Client Export to identify this VPN on clients.

Endpoint Configuration \6
A
Protacol UDP on IPv4 only C‘?\S‘ v & PS{\,a
o) A
Pr mﬁne@\r OpenVPN connections. If unsure, leave this set to UDP ‘DQ‘\%
Interﬁa?\é,\,%hu = —i\‘% ?
(Q The interface where OpenVPN will listen for incoming connections (typically WAN.) C‘j\)“
,"‘\Vk Local Port 1196 ,a\),d
\.) Local port upon which OpenVPN will listen for connections. The default port is ll}i‘l-%h '\I)o left at its default unless a different port needs to be
\) used.
(2
a\.% P‘S Cryptographic Settings
TLS Authentication B Enable authentication of TLS packets. (ﬂ‘\@\)
Generate TLS Key Fl Automatically generate a share ‘@tnenhcatlcn lay. . 'e‘,,‘-%'
o ‘Q\\
©

TLS Shared Key \é‘—é P"
?(O'Q(
). :
66\)““ Paste in a shared TLS key if one has already been genarated. é Pﬁ\‘\'\a’

e (0%
P“( ?\0
\\\é""e
?\OQ
i
b
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o(Cﬂﬁ\

Tunnel Settings

K
IPv4 Tunnel Network 192.168.10.0/24 (\ef

first network address will be assigned to the’aﬂ'iﬁu interface. The remaining network addresses will be assigne

Redirect IPv4 Gateway 71 Force all client generatedlrafﬁ@\q):gthe tunnel.

1Pv4 Local Network 172.16.2.0/24 ‘(\'B-
This is Ih@ rk that will be accessible from the remote endpoint, expressed as a CIDR range. This may be left blan
3

logs through this tunnel on the remote machine. This is generally set 1o the LAN network. G
55
Concurrent cow ? ‘.\»a\:\d
6\5‘ Specify the maximum number of clients allowed to concurrently connect to this server. \‘% P‘S
b\
‘(\3\‘\6 Allow Compression Refuse any non-stub compression (Most secure) bod ‘0Q<
"ia
\&

\.‘ Allow compression to be used with this VPN instance, whqs‘ﬁ;&e\ﬁy insecure,
?qO‘p

Compression Dizable Compression [Omit Preference] \}d O w

N

S

2024

d to connecting clients

ke l‘kﬂ%\m a route to the

This is the virtual network used for private communlcat?i@gen this server and client hosts expressed using CIDR notation (eg. 10.0.8.0/24). The
|

Compress tunnel packets usur%&@h%;\en optlon. Can save bandwidth, but iz potentially insecure and may expose data. This setting has noﬁ&ﬁ
in t

compression is not allg: b

packets is not b@ﬁg}n ressed efficiently.
Type-of-Service \S’ﬁ;&mg IP header value of tunnel packets to match the encapsulated packet's TOS value.

Intergét 1 Allow communication between clisnts connected to this server. Q
Walian ‘G

{\&ﬁcate Connections [0 Allow multiple concurrent connections frem clients using the same Comm{?ﬂn’&\
ros.

\;GQ NOTE: This is not generally recommended, but may be needed for somﬁ

A

%
Limit the number of concurrent connections @\&x&amo user.

X0
W 5

"\“\ Duplicate Connection
b\_)" Limit

ptive compression will dynamically disable compression for a period of time if OpenVPN detects that s\dﬁ‘l

Client Settings

)
Dynamic IP ﬁf‘{a\'}cnnected clients to retain their connections if their IP address changes.

6{@ Subnet - One |P address per client in a common subnet ~
e

Specifies the method used to supply a virtual adapter IP address to clients when using 'lu&@ n IPvd.
\"& Some clients may requine this be set to "subnet” even for IPv6, such as OpenVPN Cisla}i. {105/ Android).
1 Older versions of OpenVPN (before 2.0.9) or clients such as Yealink phcne&mFy&- ire "'net30°.
O

\bé\ Advanced Client Settings

; P\‘\ DNS Default Domain | MDLlocal .‘\%
,
Provide a default domain name to 4:@‘9"
O

DNS Server1  [172.168.2.1| AT
L3
DNS server‘J%Iem e to connecting clients.

&
DNS Server 2 (QQ‘\

‘(\Y.\ DNS server IP to provide to connecting clients.

o
G\&Ig Server 3 . é\'év P\(
\}d DNS server IP to provide to connecting clients. Q‘\
g ? ‘O

DMS Server 4 "\Tk
Q\ DNS server IP to provide to cannecting clients. 6 Q\S‘

NTP Server (“@\3

Network Time Protocol scrventg{ dé to connecting clients.
o
NTP Server 2 ?(Q
Net‘l‘f-'()l‘\&ﬁkl’ro‘.ocol server to provide to connecting clients
NetBIOS Optios Q‘:}Enalﬂe MetBIOS over TCR/IF {\é‘e

({\ra\) If this option is not set, all NetBIOS-over-TCP/IP options (including WINS) will be disabled. ‘QQ

; é@ﬁg; Node Type none v
o 0‘?‘\

e ¥

OV
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?(O‘Q ; P‘(‘\a
L
\){‘\ <:-‘“\>‘\éi
(},,6 Wizard / OpenVPN Remote Access Server Set p?lsirewall Rule Configuration (1
R SO

Step 10 of 11

Remote Access Server Firewall Rules

\~ (0‘5{@?

."‘\VA Rules control passing or blocking network traffic as it flows through the ﬁrewe:{. % Pﬂs
\_} Rules must be added which allow traffic to reach the OpenVPN se&%tﬂ}‘ess and port, as well as 1o allow traffic from connected clients inside th
OpenVPN tunnel.
\‘(\9\“\(5 p B R b
a é"e ?\ The options on this step can add automatic ruleg th pase this traffic, or rules can be configured manually after completing the wizard
TN
0P
OpenUP\rjr{“ Add arule to allow all traffic from connected clients to pass inside the VPN tunnel. \ 'e‘ <
= C) ?(OQ
s e
)
G0 2&66 N
& e <\
W S8 A
i i 00" 20
Test de connectlo& 2 5 PS©
X e
Pour tester le bo @pgtionnement du serveur OpenVPN, il est posg’btﬁ?ﬁe se rendre dans
Diagnostic&w uthentification, puis entrer un utilisateur de J"Rc\‘ti\re Directory.
. oxE @\)
(\é \3(2‘}
?qo'Q M“’a \}.“K\VX
\5((\‘?5‘ Diagnostics / Authentication {\5@ e G
& &) ?(GQ M{\’B
a\) X b;
B od
User kdalle authenticated succ\e)ﬁf@y. his user is a member of groups: % ?‘
o N ot
B8 G
L\
'{QQ ‘
Authentication Test . A O
_ <O
P\\' (\:a\)d Authentication Server | Serveur AD MDL ; ,‘-‘(\RA M \\’Q-‘-e P\
\\e‘ﬁ_@ Select the auth@@é‘t‘?o?a server to test against. ?iOQ
 pece® S
Username | @ﬁep\ 6\}
% &
?‘of? P*‘“a
Biseerd ez
a 6\) o b
P&(\’a\} Debug [ Setdebugflag ,{(\\A ‘\%{8
\\é,\:e'- Sets the debug flag when paf@\?ng authentication, which may trigger additional diagnostic e ?(GQ
?(OQ “\'a\)' N
5 X )
3 (B G
N ,a\}c)
R M
\d G ©
y ‘3\* .‘\
A
BB Q\f‘ i
oo™ a0 W
sty Be G
Y N o)
) \‘GQ ‘\'\’c}
v ‘Y‘\ﬁ &\é‘é 4
6\) \0‘) 15
\f\’a‘ 1“\\\\
el iy
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P“\'\
kB
s ee o ’ e
\(3(3\5 Modification de l'interface WAN'
,3‘(\‘3\' \5““‘\‘&A
Sur linterface WAN, il f gﬁh‘é désactiver les deux cases, elles permettr de laisser la
connexion entrante@i uis I extérieur. d.G\)
?\O‘Q B ,&‘(\ﬂ\)
= —
’a\.\d Block private networks O \Y-\ ?
pee d loopback add W
\é’&e‘ e Blocks traffic from IP @‘;es that are reserved for private networks per RFC 1018 (10/8, 172.1¢€
{)'Q\ RFC 4193 {fcl][] eII as loopback addresses (127/8). This option should genera){x\ turnec
| prl\.rate ace too. 6\}
(\ o3
Block bogon netwo @ EP‘Q P“‘ﬁa\}
"“ Blocks traffic from reserved IP addresses (but not RFC 19 \g mot yet assigned by |ANA. Bogons
V o
a {36 routing table, and so should not appear as the squr c‘s? a3 in any packets received.
o This option should only be used on external ) ces (WANs), it is not necessary on local interfac
\\Q_\_é- ?‘\ Note: The update frequency can ba @.}nij under System = Advanced, Firewall & MAT settings.
o
?(O'Q N(\‘a ‘(‘\V\
(‘\x.\ ‘\8""é o) 6\)
e
{‘\ (\ev
Modﬁmaho&d@ serveur DNS de Pfsense Y P(o®
Il faug dn‘uer le serveur DNS de Pfsense et mettre [a&n@?sée IP du Serveur1.
\)"(‘\KQ (e® 0 >
a\@@ System / General S gt lﬁ‘ﬁ i pee
\ \5"‘\ QQ‘\%&
e
‘OQ‘\QK‘ Hostname pfSense ’c\\}d\ G
“,‘\ﬁ Name of the firewall host, w@cﬁ?‘%m&m part. (
6\} : (0‘?\\ -a\.\é‘
\)\d Demain home. arp ? : P,S'{\
e BN
\8\9 P‘ Do @ﬁgame for the firewall. ?(C}Q‘\
3!
| b E}.'S(\ Do not end the domain name with "local' as the final pars\(}‘&“\
Q\\é& Rendezvous, Airprint, Airplay) and some Windows S
V\ ?\Q Alternatives such as home.arpa), local.lan), %lﬂ%‘ocal are ¢
\
o T
A% P, N
e P‘S(\a DNSServers | 1721621 _({\ VY | ; QQ{\@?
XN & v
0% Address \}.
\\\\ ?\ i addreases to be used by the system for DNS \5“‘\
Qﬁ\a solution. These are also used for the DHCP service, G
?‘Q DNS Forwarder and DNS Resolver when it has DNS Que ‘(\'a
2
\S“K\Y& Forwarding enabled. Q“\'g\.
3 =
g 0@ AddONS servr ¢ PN
A&V G
S o)
: AN
(0P pee? {\\\\\
6\‘) (DQ‘(\ »a\)d
30 W AL
(W (e
g8 Pso®
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4 66\5 Téléchargement du client 8RE15WPN et configuration
IO <<
o
Pour télécharger le c%g@ﬁ@penVPN qu’il faudra exécuter sur les p te{i‘\mformathues
voulant se conne VPN, il faut se rendre dans OpenVPN, pu @%nt export. Il faudra
télécharger I@W@smn correspondant a votre systeme d’ explot;gti@?r?m Windows Installer 64
bits) “1\“\ (\B
d \) ?\“OQ
B8 ?“(\a\& \){‘\\\\
09“{3 OpenVPN / Clleq\tﬁ}ﬂort Utility ,‘\g
e® - 3 N
\\irve?‘(}q}hem Client Specific Overrides Wizards Client Expw(\a\)
*’f\\ e
‘a OpenV
p.g(\
@“@@ W
w8 O
\"\V\ <\é\‘é rrent Windows Instal u “.' x001): \}6 G\}
n QO¥ - | L e
'ﬂ\ - P evl NI dows Installer (2.5.9-1x601): . .e"‘
66\5‘ [ -
ke N“’a
-{GQ‘\E‘ D \V\
A\ g M(\ \)’6
d@\)“ Vous pouvez ensuite tester la connexuo&,m\a distance. t:;\‘\{\,;_g\.\é'
A \,‘1\\\\ Q‘i\g@
\)@'Caﬂense—UDP‘-ﬁ- 1196-config x | & P©
P\‘{\’a ¥ \5‘“\
Q‘(\e" Litilisateur: kdall= \_}6{‘7
?({} pﬁ“a
\5»“(\“\ Mot de passe: 7 ,\\{;’@? o g 5 C
\..\d‘ G [ ] Enregistrer mot de p ?‘0\) 5 p&“ﬁ
P,,Sf\’a '{iéﬁ (\3“
{\fa’x@ m Annuler X ?‘GQ
(O W
i\@‘é g S 6\5‘
\Q\ ({)‘Q 4 E}S(\’a
"\ -'\:?f\e
red o o
@ x \BW
\‘\'\@‘ﬁa 4 66\){‘ (D'Q‘\
(0% @ A
W . (\é{e & 66\5‘
({)Q PS{\'?}
<1 @
A C?\) ?i‘j@
o A
P Y
ae® 3G o
(OQ ‘,{\3\3 'R\VA
. PS e
'ﬂ"\\\k {\%\_{?/ A ©
& CD\‘} (0P Ni\a\)
| \Sg‘i\‘“\‘ B8 97
G (P
e 7 S
—r'\%'@?’ A G\)
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?ﬁ}g P\\«a\.\
{i
»©"" Mission 5 : Bureau a d|$taﬁce
,30?} \},"(\\‘\
Installation des r&@édBureau a distance \)ﬁ\‘“\
’&
Pour utlhserF Qgr\)lce Bureau a distance, il faudra installer le role géncgtype d’installation, il
faudra Qlwhe sur Installation des Services Bureau a dlstar%q& |r ci-dessous).
5 o0
@ 9O
v‘\é\‘@ P;('(\a Fﬂ Assistant Ajout de rdles et de fonctionnalite; 6\5“‘\\\&
O
\
Sélectionner le &@%\8 installation \535\‘3
N A G
?\OQ \'\
- é&brﬁr‘"er = Sélectionnez |e type d'installation. Vous pouvez install gegg“es et des fonction
Sy : ordinateur physique ou virtuel en fcmctmnneme@.\q T un disque dur virtuel |
an E i) Installation basée sur un réle ne nctlonnallte
, e{e‘ P\(\A\d e o ceploement Configurez un serveur un@ﬁﬁutﬂnt des rdles, des services de rdle et de
i{)@‘\ ®) Installation ||:es Bureau a distance ‘_\
{\\\"\ Ewtall If&tvlcesdimle nece;salre;a l'infrastru ctulre VDI {\."{ljrtual Desktop G\}-"‘\
=i ec bureaux bacéc sur dec ordimateurs virtuels ou sur des sessione.
: ?\‘(}Q 3\36‘
’f\\‘i\k g Mﬁ\
;‘
e > ?‘Q‘Qﬂ\
@ N
o O %
On %@!ﬁt ensuite, Déploiement de bureaux sur une ses%gr‘:’ Q
i e
\M\‘\\ e o
0 Sélectionner le scenar|%d€e<ﬁep|0§ement eP“@
N
\)'i of\e
Aionirat ol e e ,a\}\d Les services Bureau 3 distance peuvent &tre configuré u?‘ermettre au
eﬁk‘(\ des bureaux virtuels, & des programmes Remuieffﬁ; i@des bureaux bas
Type d' m-ta 5@&‘
Ty |‘-.. . depblﬂment () Déploiement de bureaux bases %(uﬁ%rdlnateur wirtuel
CEih e o derioenent Le déploiement de bur %%5&5 sur un ordinateur virtuel permet aux &
\3(3& - = ERAEhER des cc:lleclmns‘&g breaix virtuels incluant des programmes Remoted PS\'\@
n M‘(\a Sélection un serveur publiés, \)’(‘ {\é{a
\g %
' ; QDIEI'HEHT de bureaux basés sur une session ?\
St {\\ﬁ
‘\'e’@ Le déploiement de bureaux basés sur une session p ux utilisater
?‘(O‘Q collections de sessions incluant des pragra motelpp et des
1“‘\ ‘\é\-é
S o'
1O v
“‘Zx\' \\A - & é
N 66 ?\C}Q
?(D‘Q \_{\3\,\ .‘\\A
S ge b e5)
oo no
b Nf{a
\}{‘\ @
\_\6 G (0@
e N
i P N
QOQ‘\%\' an® g N
e 0
w e \S
gt (e 18 .\
d(:‘} (oY A
A pe
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(e®
L%reﬁé%grrage se fera automatiquement. (3\}1

a\)che Il faudra aussi installer le réles Gestionnaire de |I$\ s des services bureaux a distance,
P (voir ci-dessous). Q‘CD

Sélectionner deé\rji@\é de serveurs

Avant, %ercer Sélectionnez um ou plusieurs réles & installer sur le serveur

? d@'%\%n stallation Réles ﬂ“\\‘k

Sélzction du sarveur [ e e ék?
Roles de serveurs [] Attestation dintégrité de I'appareil P\‘(\z‘

7 o (] Hyper-v -\'
Fonctionnalités [l Serveur de télécopie O'Q(\é

"Ke‘ Confirmation «/| Serveur DHCP nst

v(\% W Serveu tallg)

?\OQ | Els e 1iS) (19 sur 43 install&(s))
I:I

e Guardian hdte
&EWICES AD DS {Install€)
Services AD LDS (Active Directory Lightweight Dire
] Services AD RMS (Active Directory Rights Managei 1\%
?(O‘Q 4 (W] Services Bureau 3 distance (3 sur 6 installé(s))

+| Accés Bureau a distance par le Web (Install&) d 0\)‘

&
+f| Héte de session Bureau 3 distance (Installé) i p\({\
(\a\'\d [] Héte de virtualisation des services Bureau q‘@

[] Passerelle des services Bureau & dj

{\é v Servlce Brokt:r pour les mnrke\)&iun ureau a di
—

QQC}Q F G\S‘"
Installation Packet Tracer sur S@RV@UM

Pour installer Packet Tracer sur Ie\@erﬁ%ﬁﬁ il faudra exécuter le fichier .exe. {3,\}{‘
“
\Si N«a
Deployment Watlon RemoteApp W
0‘9\\%‘ 'i\\‘\

P egloyer le logiciel Packet Tracer, il faudra se rendre sur{g@gstlonnalre de Serveur
@\d‘éns Services de bureaux a distance. p\\(‘
X0 (\5&%
Dans Quick Session Collection vous pouvez\\gpgéevmr les outils déployés dans Bureaux a

distance. " G\\}‘ﬂ

'E}
e -

B Gestionnaire de serveur

Gestionnaire de serveur * Services Bureau a distance * Collections * QuickSessionCollection ?\

Ve d) mhl?qO
0 AN
\)dip ollections ——

s Programmes Remotedpp P\S{\’a
Groupe d'utilisateurs MDLWriisateurs du domaine - é‘e
A\

19
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4 X
Q,\B{R Pour publier de nouveaux logiciels tels q B@&ket Tracer, il faut cliquer sur le bouton Tache
‘(\’3‘\'\ puis Publier des programmes Rem%l?&bp, enfn on sélectionne le programme souhaité.
%
e.x‘f’ g
RemoteAsp”
@
Programmes RemateApp S‘électionne.?_ les p %es Rem-DIiEA.pF- a pu.l:
ajouter un me Remotedpp a la liste, clic

G@%ﬁ;ﬁammﬁ RemateApp sont remplis & par

[ ] Programme RemoteApp ,‘\\-\

[ | ®E7-Zip File Manager &@\S‘

] «/IBloc-notes P\(\{'\a\} %5

(1 #cCalculatrice (\Qie %5

O BiCentre d" mgétratmn Active Din %5
E{%g@‘ﬁa‘c}(et Tracer %S

0‘?‘
Modification deg‘p\a\'ametres d’affectations utlllsateq@é pst

Il est possnbleggﬁmsw a quels utilisateurs est affecté un dép[glgqie

: &g\pnete; a X
\}.

,“g\‘t\ Cisco Packet Tracer (Collection QL{&%%SSIOHCO”@CJ[IOH) é@\)

(56\) Mfcher tout ‘C’Q

o Général {K&ﬁ\atlon d‘utilisateurs <
Paramétres & G '{}

Lee pragrammeas Rematelpp peuvent étre limités de fagon & ce que szuls das
utilisateurs et des groupes sélectionnés puissent voir icdne Iorsqu Sﬁ tenta
I'accés Web des services Bureau a distance. ‘:‘}

Spécifiez les utilisateurs et les groupes qui dolwniﬂﬁx\pmgmmme RemoteApp :

) Tous les utilisateurs et tous les gruup&&@l nt accés a cette collection

@) Seuls les utilisateurs et le spécifiés "\@\}6

Utilisateurs F_t‘gv?@é: % ‘(_'8 P\(\
NM@;@\:%JH | Ajouter... | ?‘0
\cogier | - \\\
\
¢
200

s 5\-@ P‘ o Pour qu'un compte :t?ﬁl}l uralt accés & un programme Remotedpp, le compte OQ
(\'2‘- d'utilisateur dor ccés 3 la fois au programme Remotelpp et 3 I collection ?(
Q dans Ia rogram me est puklié. La mise & jour de I'accés utilisateur au

rollartinn ne rhannara nac 'arcéc tilicatane an nivaan Ao neooramere \S"‘
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P r‘?&%g connecter au service de bureaux a distance, il faud&@é%ndre sur le navigateur
\)ﬂ‘e\ entrer I'adresse, serveur1-mdl/rdweb. “\a\f‘
'a\}é‘ Attention il y a uniquement le navigateur Firefox g%l({@)& ionne.
L2

5 | Acces Duesu & distance par b Web X 4

« = d O B hetpayserveur]- Ty WPagesfr-FRAoginaspadReturnlln = /RO b/ Pages fr-FR/Default asox
=

f*(ﬂ Work Resources
]y

: ] ;
! Cannmicns sux pragre

+ é 1
?(C}Q(\
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Puis ce connecter avec un utilisateur comme Lg@gﬁ@%reuil

(GQ(\QK
?

Work ‘Resources A
e @ ons aux programmes RemoteApp et aux services Bureau & distance Fhs‘\
S Be

A
(.;\'a ?QGQ(\
(\é’&é RemoteApp et Bureaux

?(Oﬂj

G\)‘(‘\Xk Dossier actuel : / N(\‘a\}‘d

oXB
¥ e e
3 ® g B
Calculatrice Cis-cro .Packet Pa @K'i\“ WordPad \)e
racer G\)
4O

R
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MISSIC\)}[{R@ “Cluster PFsense 30
‘(\a\)dcj Q{.\’@
-\éxéfé cluster de Pfsense a pour objectif de mettre en red@d&‘c% les routeurs/pare-feux pour
?({3‘9( prévenir d’'une panne d’'un des deux. \_)'i"\
g

o _ S\
Modification IP des |nt% S
1

Il faudra modifier les ?)d{e\szabs P des interfaces et se référer au IP du schema.

G e B
Les deuxr desense prendront pour adresse IP virtuelle 172.1 6.%%@@‘2“
<8
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Nl N
Sg& F’F&Qﬁse Esclave, pour l'interface WAN il aura I'lP 192.168.2 6
W N
Ut Ga
"\ﬂ de Static IPv4 Configuration : .
] M\ IPv4 Address 102.168.211.230 ?-,‘\':) /| 24 v
s WANGW - 192.168.211.254 \j‘“\ v
e
e
e W
Sur PFsen%%gAaﬁﬁg,onur l'interface WAN il aura I'lP 192.168.211.229. 66\}1“
\SR o 0’3\-\
o
i é{@ AL
oot IPv4 Address %?@mﬁ.\ﬁ 1.229
3o
Py Upstream ga{g@ﬁ;s“ﬁ WANGW - 192.168.211.254 "
A\ N
?‘(0@ G\ﬁ
; g d
N
Parameétr u cluster o P
s (¥
Pourgqgrﬁ‘}nétrer le cluster Pfsense, il faudra se rendre sur F irewz‘a& p@%‘\?‘lrtual IPS.
?‘DQ“ Firewall - \S{‘ﬁ\
R\ 4 «C
Ul
3O T
i S
< NAT a0
\_}“ _ PLS(\‘ZL
; 9\.\6 Rules ‘\é’@
‘G@\E Schedules \S‘.‘\\k
w Traffic Sh a
66\5{( rathic Shaper : wf\a\'\
A Virtual IPs ‘-\{3’&3
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66\) Création de I'lP virtuelle pour | mt%qtge AN
y
\\(\9\‘ ‘(’(\\‘k
Il faudra ajouter la configura@(é}—)dessous au deux Pfsense.
Le protocole CARP, le}ﬁéﬁe transfert des informations de statut entre I@gﬁ&%urs.
A G
ﬁ(O‘Q‘\ “B\}d
Fireuy‘a\% Viftual IPs / Edit P ©
4‘
f it Virtua
\"(\‘a\)‘d g Type OIP Alias ® CaRP “ Proxy ARP Oth
ias ® CA 1 roxy @
| ‘(\ Interface LAN 6 w
of o Gl A\
. Nf\ {\\
Address type Single address \re'\.é v 6\)
Address{es) 1'!2.15.@§0Q‘ ! '@\}‘(Sv
Wik-v ke t be the network's subnet mask, it d t specify a CIDR range. P‘S\
ﬁﬂ - ASK Mus & the network s subn mas oes not specily a LIUK range. ‘\é\.é
mu?\l = B9 Ehw D d f ?\.0@(
) nter the VHID group passwor Confyr
e A
<\é&é P\ e Lr;lte.' the WHID group that the machines will share. 6 6\)"“
\‘k ‘QQ Advertising frequency 1 M(\a\} bl u 2 ““\\N&
““\ Bass \'eié Shew \)
The frequency that this man@*@@uenise 0 means usually master. Otherwize the lowest combination of both values in the eluateg;:ls l&‘é{}e
\}{‘\\A y Q{\é\e
Attention, sur ‘Pfsense Esclave il faudra mettre le Skew a elg\)ermet de définir la
¥
priorité ,@&wﬁ donc esclave car il est a 1 et le Pfsense M%T osta 0).
\
?(QQ 43 . P‘“@} 4“(\‘%
"“\ \’GE:\-Q‘ {3\)
’a\)d A | 1 ain "(" * i P""\{\
Bl SEQ‘S‘\\“ (\é&i‘a
G \QQ
A0 i
P“\,\ ‘ﬂ\\“\
- -%é . . o
Creatlorkﬂe@f"l virtuelle pour l'interface DMZ )\.@\}5
= o P
Gt e o
\36 ﬁ’faudra effectuer la méme pratique pour l'int rfﬁ’éé}%MZ. Cependant, il faudra changer le Ni\@‘\‘
2 p\“\ VHID (chaque VHID permet un canal d&@ﬁ»ﬁ%nication différent). OQ\:@?
> Firewall / Virtual IPs / E&iﬁ\}é QD o
: P S
“"\\\\ Type OIP Alias ® carP O Proxf{ ;gp. N\.\ O Othe
\} Interface DMZ Q@\\
N(\ Address type Single address »‘“\ ~ »\é\’%
kB 6\} of
e ) 3 P
OQ Address(es 10.10.1.254 a\) \Q
; \‘\ ?‘ The mask must bc%ﬂ Mﬁks zubnet mask. It does not specify a CIDR range. ."‘\
N ——ai Q\)
Virtual IP Password (\ 1 (&
@'\ ?HID group password. Confirm P“\-\@“
\gﬁ@ : 3 e
\d@ Enter the VHID group that the machines will share. ?'{OQ\
‘a\‘ vertising frequenc 1
o \.é PHS“ = = Bagze \)ﬂ“‘\ﬁ Sfeu.
oo \&66 :
\}4“(\ (\;a‘@ & 6\)
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e AW
W S
?(Q{\) ' . . d@\}
\ﬂ«@onﬁgu ration de la haute dlspombllltg s
G oAk
5 {\a\)f‘) Il faudra ensuite configurer la haute disp i@ﬂftgf c'est le service qui va permettre de
P surveiller si le routeur voisin est touj_gl{@\\ac if ou non. On utilisera l'interface PFSYNC des
routeurs PFsense pour la haute gl@é ibilite.
b
. . 5 \‘“a\' . . g
Pour ce faire, il fau&p @[tﬁﬁcﬁsns High Availability. \5‘-(\?&
‘Q(O d@
N
G o P
y 53‘?’
(\’&\'\d \GQ'(\
\L
{\Ea\% s ﬁdvance@{(\\k
Q’(O‘Q f-’ﬁ G
R artificates
e \
(e General Setup <\
?\"OQ (5{3\)
igh Availability 0
el High Availabil o
oV o8 P
\)\é‘ i
. P““ﬁ \OQ
" 2©Righ Availability sur Pfsense Maitre @O
1 W\
Y gl A
Il faudra cocher la case Syncronize \s(.t@gﬁ‘é, puis remplir les informations ci-dessous. @\ﬁ
A MNon sécurisé | 1?2\.3%5&7&ystem_ha sync.php Pk\'(\]a\)d
Exe
System / MEQAvailability {}Q(\é’&
P —
. I e
W o
\5‘(“\ Synchronize states pfsync transfers state insertion, u dP;\D{,Q% deletion messages between fire
W G’ Each firewall sends theze me s?@‘s%ut via multicast on a specified interface, 1
‘{\’E\ interface for similar me%}q@é rom other firewalls, and imports them into the i G\
_’a P‘ This setting s & enabled on all members of a failover group. (\,a d
Clickin%@ ' will force a configuration syne if it is enabled! (see Configuratior : é,{@ P‘S
W ot®
Synchrenize Interfac e{)\(\'\% FSYNC v ?(
{\é"e If Synchronize States is enabled this interface will be used for commu%ﬁm
?‘OQ It is recommended to set this to an interface other than LAN! A d&fsﬁt interf.
"\\A An IP must be defined on each machine participating inat)gﬁ\@éver group.
d{:‘)\‘}“ An IP must be assigned to the interface on any p%rj'{ép g sync hodes.
AR
5 Pg‘(\a\) Filter HostID | foar5605 ?‘OO
Q‘\é& Custom pf host identifier ‘Fﬂn;g\l‘n state data to uniquely identify which host cre i
?‘0 Must be a nen-zero Qimal string 8 characters or less (e.g. 1, 2, ff01, abcd -\;3\53
Each node&%@éﬂng in state synchronization must have a different ID. ‘Q‘}‘
pfsync Synchronize Peer Q@ﬁ 68.60.2 \5‘
c G
\\‘\ Setting this option will force pfsync te synchronize its state table to this IP a%{r)d«
s o DO
\6 {\%‘B
) P\“\@\' (O‘Q
(0@ d@\)
U{R\“\ : P‘ﬁ\’a\) |
O i S
GO N}
hY (56
el S0
! ke @
e (e
(e ?(O{)
g P o



i

Y A\
AW

o
Arnaud GUTEM(\@\} Lycée Gabriel Fauré W 2024
L 6 AN
&
?‘(Q‘Q‘ \}C\.\ {3\)“
\S“{\V\ Select options to sync User manager users and grpL?Bg(\a
\)‘-_56 Authentication serve 'i@‘g.aLDAF! RADIUS)
((\9 Certificate utl"grit{l?a-s, Certificates, and Certificate Revocation Lists
2 X
Fir@ﬁt}ies
wall schedules
(o)
B f}&“ Firewall aliases “\\..x
‘Q\Q'(\e' NAT configuration 6\5‘
“\‘& IPsec configuration (\a\)d
6\5‘ OpenVPN configuration (Implies CA,{%{@C&E Sync)
“.\’a 6 DHCP Server settings \-'QQ‘\
-\é’&é 2 DHCP Relay settin f‘\Y‘\
\S @eﬂ)
?(00 DHCPv5 RelgyGotéings
Wol %q!\@s\r\settings
tic Route configuration \S"ﬂ\\\\
?(QQ Virtual IPs \}66
\5{‘\“& Traffic Shaper configuration - P&Qﬁ
€ Traffic Shaper Limiters cenfiguration -\53\,6
B ot
N“‘a DNS Forwarder and DMNS Resolver co@ugt&ns
. Ogi\ég'é Captive Portal 6\5“‘\
[ Toggle Al \35
< B Togge Al @
) e
i oo ca\}ﬂ\‘h
<
S , P\‘“a\)d
G B
. : i AR
High Avallab%«aéﬁ‘r Pfsense Esclave o1oP
i1 o
A @Q@Q urise | 172.16.2.253/system_hasync.php \)d {})
A , o
I —e
L
((\3\)6 State Synchronization Settings (pfsync) \)66\‘
2 0 @
Synehronize states pfeyne tranaf ‘g’§l\at-e insertion, update, and deletion messages between firewalls. é‘é’ ?’S{\
Each Lﬁ\&gl sends these messages out via multicast on a specified interface, usj w@%‘\:
&én ce for similar messages from other firewalls, and imports them intg{{e&ocﬁta‘te ta
v{\é This setting should be enabled on all members of a failover group. \?"
\A ?‘G Clicking "Save" will force a configuration sync if it is enabled!ésgé@'l iguration Synchroniz
O £
\.\d E?kéhron ize Interface PFSYNC ‘\é\-é P\ v
((\9 If Synchronize States is enabled this,i ‘Lergél?will be used for communication.
b B Sy
{\3" It is recommended to set thiﬁ@ﬁmrﬂace other than LAN! A dedicated interface works tk b ?
?‘O‘Q An IP must be defined qpeBairmachine participating in this failover group. "\é"
An IP must be a&( to the interface on any participating sync nodes. ?‘O‘Q
o N
Filter Host ID aﬁaﬁg 6 {5\_5‘
,‘"\V\ Custom pf host identifier carried in state data to uniquely identify whic;ﬁ\{'@gf\%reated afiren
\) Must be a non-zero hexadecimal string 8 characters or less (e.q, é; 01, abcdefor).
a0
“\3\} Each node participating in state synchronization must ferent ID.
< Ovﬂﬁ}?n? Synchronize Peer 192.168.60.1 Q\Sﬂ*‘\ﬂ
““\ IP Setting this option will force p&s\{({\@é@ynehronize its state table to this IP address. The def Q
O e 2
o W N
Q’(\e \5‘
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a© (e
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o P
(3\}{( Attention, pour le Pfsense Esclave il ne fziyi@p‘c‘ﬁer que I'option Virtual IPS.
e w
\ 6‘3{‘
Modification d@@i‘égles de pare feu pour I mterfagg@f“SSYNC
Il faudra e{ns@ii@%onf igurer les régles pour l'interface PFSYNCN'(\@\“\
{v\ \3‘
@gﬁconflguratlon est a réaliser sur les deux PFs ns@‘ﬁ?audra créer une regle qui autorise la
s 8% communication entre les deux serveurs é’ (ici on autorise tout le trafic mais il est
QQ(\é possible de rendre cette régle plu%@:ﬁ ctive en utlllsant les adresses IP respectlv\a des
routeurs PFsense). o pyo 6\5‘
5
¥§ ?(G‘Q‘ ‘ P\ﬁ.\a\)d
(B
Firewall / Ruieg)ﬁi? YNC ‘{)‘Q‘\ i 5 @
‘gwﬂﬂa WAN LAN DMZ PFSYNC OpenVPN 6 \S"‘\\A
&
(0‘9‘\
‘R\\Q ] Source Port Destmal P Quaue Schedule Description i @
\ O« 0B IPuat ' . ?{O‘) ; 2 pona &4 \9
"(‘\\\\ -{\53"‘é
dﬁo §O@
\\a \
{\‘1’5‘é : 66\){‘
" vérification du statut de la s g@ﬁ%msanon s
\(\}6 {\2\\'
oV Pour vérifier le statut de la Wﬁ%msatlon entre les routeurs, il faut aller dar@aﬁﬁkEP
failover. o
e e Status +  Dis 6\)‘6\
?\Q’Q‘ ' “\,&\'\C\}
\){(\V\ Captive Portgb{\%‘e 3O C
| 1 N
(\*a\)d £ ailover) LB i
s NeX (©
(88 00 o
On peut voir les deux Pfssrl@eps‘ur le statut de la synchronisation. \){‘\
Statysyf ¥
e s : '{3’&.‘:3
Q\\E\e s | Temporarily Disable CARR || & & (O‘Q‘\
(O
\Y-\ o — \)1’&\
Interface and VHID fal TP Description \){5
LAN@D1 172.16.2.254/24 : P_\qﬁTER
DMZ@2 \5‘"\\% 10.10.1.254/24 "\Q.'\-%’ O MmasTER
“
‘)‘(\é’(’ « fBait6es {56\) _\\
w pee® (v
AW e N
\S‘ & O
3O Q\'Q‘? N
Cﬂ\) QQ‘Q



